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Introduction
Use of technology has become commonplace in teaching and learning. It plays an important
role in the classroom as well as in the everyday lives of children, young people and adults. As a
result of this, we need to be confident in the use of these technologies in order to equip our
young people with the skills to access lifelong learning and employment opportunities.

The E-Safety Policy outlines procedures that should be adhered to both within and outside of
the school to safeguard students and staff whilst accessing the internet or using devices such as
phones and Chromebooks. At Cedars Upper School, E-Safety is an important strategic priority
and we understand the responsibility to educate our students on the key issues; teaching them
the appropriate behaviours and critical thinking skills to enable them to remain both safe and
legal when using the internet and related technologies, in and beyond the context of the
classroom.

Staff and Governors have a shared responsibility to secure any sensitive information used in
their day-to-day professional duties and even staff not directly involved in data handling must be
made aware of the risks and threats and how to minimise them. This policy applies to both
school-owned IT equipment used on or off site, and personally owned IT equipment used on the
school premises or for official school business. There are four areas that online safety can be
categorised into and these should be considered when teaching E-Safety to students and staff:

● Content: being exposed to illegal, inappropriate, or harmful content, for example:
pornography, fake news, racism, misogyny, self-harm, suicide, anti-semitism,
radicalisation, and extremism.

● Contact: being subjected to harmful online interaction with other users; for example: peer
to peer pressure, commercial advertising and adults posing as children or young adults
with the intention to groom or exploit them for sexual, criminal, financial or other
purposes

● Conduct: online behaviour that increases the likelihood of, or causes, harm; for example,
making, sending and receiving explicit images (e.g. consensual and nonconsensual
sharing of nudes and semi-nudes and/or pornography, sharing other explicit images and
online bullying.

● Commerce: risks such as online gambling, inappropriate advertising, phishing and or
financial scams. If you feel your pupils, students or staff are at risk, please report it to the
Anti-Phishing Working Group ( https://apwg.org/ )

E-Safety Roles and Responsibilities

https://apwg.org/


Governing Body
The Governing Body is responsible for ensuring that the school has effective policies and
procedures in place; as such they will:

● Review this policy at least annually and in response to any E-Safety incident to ensure
that the policy is up to date and covers all aspects of technology use within the school,
and to ensure that any E-Safety incidents were appropriately dealt with.

● The safeguarding governor will oversee the governance of E-Safety at the school who
will:

○ Keep up to date with emerging risks and threats through technology use
○ Receive regular updates from the Headteacher / Heads of School in regards to

training, identified risks and any incidents

Headteacher / Heads of School
Reporting to the Governing Body, the Headteacher / Heads of School has overall responsibility
for E-Safety within our school. The day-to-day management of this may be delegated to a
member of staff, the E-Safety lead, as indicated below. The Headteacher / Heads of School will
ensure that:

● E-Safety training throughout the school is planned and up to date and appropriate to the
recipient, i.e. students, staff, senior leadership team and Governing Body, parents.

● The designated E-Safety leads have appropriate CPD in order to undertake the
day-to-day duties.

● All E-Safety incidents are dealt with promptly and appropriately.
In conjunction with the E-Safety Lead, the Headteacher / Heads of School should:

● Ensure that the IT technical infrastructure is secure; this will include at a minimum:
○ Anti-virus software is fit for purpose, up to date and applied to all capable devices
○ Windows (or other operating system) updates are regularly monitored and

devices updated as appropriate
○ Any E-Safety technical solutions such as internet filtering are operating correctly.
○ Filtering levels are applied appropriately and according to the age of the user;

that categories of use are discussed and agreed with all parties.
○ Passwords are applied correctly to all users regardless of age
○ IT System Administrator password is to be changed often (this will need to be in

coordination with IT Network Managers and Partnership Education.

E-Safety Leads
The E-Safety leads will:

● Keep up to date with the latest risks to children whilst using technology; familiarise
themself with the latest research and available resources for school and home use.

● Review this policy regularly and bring any matters to the attention of the Headteacher /
Heads of School.



● Advise the Headteacher / Heads of School on all E-Safety matters
● Engage with parents and the school community of E-Safety matters at school and/or at

home.
● Liaise with the local authority, IT technical support and other agencies as required.
● Retain responsibility for the E-Safety incident log; ensure staff know what to report and

ensure the appropriate audit trail.
● Ensure any technical E-Safety measure in school (e.g. internet filtering software,

behaviour management software) are fit for purpose through liaison with ICT Technical
Support.

● Make  themself aware of any reporting function with technical E-Safety measures, i.e.
internet filtering reporting function; liaise with the Headteacher and responsible Governor
to decide on what reports may be appropriate for viewing.

● Provide training for use of Chromebooks to support teaching and learning for staff and
students.

All Staff
Staff are to ensure that:

● All details within the policy are understood. If anything is not understood it should be
brought to the attention of the Headteacher / Heads of School  and/or E-Safety Leads.

● Any E-Safety incident is reported to the E-Safety leads and an E-Safety Incident Report
is made. In the absence of the E-Safety leads reports must be made to Headteacher /
Heads of School.

● Sensitive information must be protected, i.e. not displaying emails or student information
on projector screens, password changes regularly. This also includes not storing
sensitive information on any area of the school network that is unrestricted.

● Google Classroom settings to be checked, preventing students from commenting on
stream posts, only viewing (exceptions to this may be lunch / after school clubs and 6F -
this is at the teacher’s discretion and must be monitored to prevent safeguarding issues).

● Ensure 2-step verification is enabled for all staff to add another layer of protection to staff
Google accounts.

● Log out of, or lock, the computer if being left unattended. Shut down at the end of each
day

All Students
The boundaries of use of ICT equipment and services in this school are given in the student
Acceptable Use Policy; any deviation or misuse of ICT equipment or services will be dealt with
in accordance with the behaviour policy. All students will be fully aware how they can report
areas of concern whilst at school or outside of school but should take care with the following:

● Knowing how to sign out of Google accounts on shared devices (such as borrowed
Chromebooks).

● Logging out of computers when not in use.



● Not sharing passwords or sensitive information with others and to change their password
if they believe someone has learned theirs or accessed their account without permission.

● Use Chromebooks sensibly and in line with the teacher’s instructions and the Cedars
Code of Conduct.

Parents and Carers
It is recognised that parents play the most important role in the development of their children; as
such the school will do its best to ensure that parents have the knowledge they need to ensure
the safety of children outside the school environment. Parents will be kept informed via parents’
evenings and school newsletters about the new and emerging E-Safety risks and will be
involved in implementing strategies that means students are empowered and making the right
decisions. Parents / Carers are asked to read through and sign their part of the student
Acceptable Use Policy when their child is admitted to the school and must ensure that students
follow the agreed Acceptable Use Policy at all times.

E-Safety in the Curriculum
Accessing online resources and ICT as part of the curriculum is on the increase and has
continued to be a key part of providing learning materials since working and learning from
home. We believe it is essential for E-Safety guidance to be given to the students on a regular
and meaningful basis. It is embedded within our curriculum and we continually look for new
opportunities to promote E-Safety. The school has a framework for teaching internet skills in
core Computer Science and PSR lessons and a variety of other lessons including Business
Studies. All students receive this teaching.

● Educating students on the dangers of technologies that may be encountered outside
school done informally when opportunities arise and as part of specific E-Safety
assemblies, in tutor time resources, Computer Science and PSR lessons.

● Students are made aware of the relevant legislation when using the internet such as
data protection and intellectual property which may limit what they want to do but also
serves to protect them.

● Students are taught about copyright and respecting other people’s information, images,
etc. through discussion, modelling and activities

● Students are made aware of the impact of cyberbullying and child sexual exploitation
and know how to seek help if they are affected by any form of online bullying. Students
are also aware of where to seek advice or help if they experience problems when using
the internet and related technologies; ie.g. parent/carer, teacher/trusted staff member
(including Head of Year, SSC, or an organisation such as Childline or CEOP report
abuse button)

● Students are taught to critically evaluate materials and learn good searching skills in ICT
(and other) lessons as well as in a number of other situations, e.g. library
sessions/support.

● Our staff receive information and training on E-Safety issues on an annual basis and as
the need arises, i.e. after an E-Safety incident

https://docs.google.com/document/d/1ogyOXiaqZYMYesIrGDuuy23r9I21SpBR9302Soky33Q/edit
https://docs.google.com/document/d/1ogyOXiaqZYMYesIrGDuuy23r9I21SpBR9302Soky33Q/edit


● New staff receive information on the school’s acceptable use policy as part of their
induction

● All staff have been made aware of individual responsibilities relating to the safeguarding
of children within the context of E-Safety and know what to do in the event of misuse of
technology by any member of the school community

● Via Acceptable User Policies, all staff are encouraged to incorporate E-Safety activities
and awareness within their curriculum areas where possible and applicable.

● E-Safety posters will be displayed in key areas around the school for all students to have
access to. These will be updated when necessary to take account of developing
technologies and their associated risks

● Students and staff need an understanding of the risks that exist online so they can tailor
their teaching and support to the specific needs of their pupils. It is important to teach
pupils about the things that can help them to navigate the online world safely and
confidently (Teaching Online Safety in School, DfE 2019)

Internet Access
The school uses Sophos anti-virus software and Smoothwall remote filtering systems where
web-based activity is monitored and recorded. The school is aware of its responsibility when
monitoring staff communication under current legislation and takes into account:

● Data Protection Act 1998
● The Telecommunications (Lawful Business Practice) (Interception of Communication)

Regulations 2000
● Regulation of Investigatory Powers Act 2000
● Human Rights Act 1998

Staff and students have a responsibility to follow this policy with regards to internet access and
should be aware of the following:

● School-based email and internet activity can be monitored and explored further if
required.

● The school does not allow students access to internet logs.
● If staff or students discover an unsuitable website, the details must be reported

immediately to the E-Safety Leads and Headteacher / Heads of School for logging and
follow up action.

● Students and staff are not permitted to download programs or files on school-based
technologies without seeking prior permission from the Chiltern Learning Trust, E-Safety
Leads and Headteacher / Heads of School. If there are any issues related to viruses or
anti-virus software, the  Chiltern Learning Trust, E-Safety Leads and Headteacher /
Heads of School must be informed.

● Staff will preview any sites they are recommending to students before use. If internet
research is set for homework, specific sites will be suggested that have previously been
checked by the teacher. It is advised that parents recheck these sites and supervise this
work. Parents will be advised to supervise any further research.

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/811796/Teaching_online_safety_in_school.pdf


● All users must observe software copyright at all times. It is illegal to copy or distribute
school software or illegal software from other sources.

● Staff must not communicate personal, sensitive, or confidential data in any way that may
compromise its intended audience including the names of colleagues, students or any
other confidential information on any social networking site or blog.

● Online gambling, gaming or content which is violent, pornographic, racist, homophobic,
or presents a safeguarding concern, etc. is not allowed by staff or students.

It is at the Headteacher’s / Heads of School’s discretion as to what internet activities are
permissible for staff and students and how this is disseminated.

Chromebooks
It is the responsibility of the teacher to monitor use of Chromebooks during supervised activities
within the classroom. Students are responsible for the use of their Chromebooks at all times and
should refer to the Internet Access section of this policy for information as to what is
inappropriate. Students not working on the task set by the teacher or found to be using their
Chromebook for inappropriate content will be sanctioned in accordance with the Behaviour for
Learning Policy. Students in Years 9-11 may not use Chromebooks (or similar devices) brought
into school from home as these do not contain the security settings that are in place on school
devices. If a student does not have their own Chromebook bought through the school 1:1 device
scheme, they may borrow one from the library before 8:40am to be returned at the end of the
school day. It is not permissible for students to take borrowed Chromebooks home.
Students must:

● Ensure Chromebooks are used in a safe, responsible and appropriate way at all times
● Never leave Chromebooks unsupervised
● Only login to Chromebooks using their school Google Workspace account whilst on the

school site
For full details of acceptable use, staff and students can refer to the Chromebook Code of
Conduct.

Monitoring
The E-Safety Leads or other staff authorised to do so by the Headteacher / Heads of School
may monitor, intercept, access, inspect, record and disclose telephone calls, emails, instant
messaging, internet/intranet use and any other electronic communications (data, voice or
image) involving staff or students, without consent, to the extent permitted by law. This may be
to:

● Confirm or obtain school business-related information.
● Confirm or investigate compliance with school policies, standards and procedures.
● Ensure the effective operation of school ICT.
● Quality control or training purposes.
● Comply with a Subject Access Request under the Data Protection Act 1998.
● Prevent or detect crime.

https://docs.google.com/document/d/1ogyOXiaqZYMYesIrGDuuy23r9I21SpBR9302Soky33Q/edit
https://docs.google.com/document/d/1ogyOXiaqZYMYesIrGDuuy23r9I21SpBR9302Soky33Q/edit


Authorised staff may, without prior notice, access the email (or voicemail account where
applicable) of someone who is absent in order to deal with any business-related issues retained
on that account.

All monitoring, surveillance or investigative activities are conducted by ICT authorised staff and
comply with the Data Protection Act 1998, the Human Rights Act 1998, the Regulation of
Investigatory Powers Act 2000 (RIPA) and the Lawful Business Practice Regulations 2000.
Please note that personal communications using school ICT may be unavoidably included in
any business communications that are monitored, intercepted and/or recorded.

Breaches and Incident Reporting
A breach or suspected breach of policy by a school employee, contractor or student may result
in the temporary or permanent withdrawal of the individual from use of school ICT hardware,
software or services. The breach (or suspected) must be reported to the school’s E-Safety
Leads. Any policy breach may be grounds for disciplinary action in accordance with the
Disciplinary Policy and may also lead to criminal or civil proceedings. Accidental access to
inappropriate materials must immediately be reported to the E-Safety Leads.

Computer Viruses
All files downloaded from the internet, received via email or on Google Drive links must be
checked for any viruses using school-provided antivirus software before using them. In the
event that media should be accessed from removable media (e.g. CD), the same antivirus
checks should be carried out. Staff and students must not interfere with any antivirus or other
E-Safety software installed on school ICT equipment that is used and if a member of staff
suspects there may be a virus on any school ICT equipment, they must stop using the
equipment and contact the ICT support provider immediately. The ICT support provider will
advise staff regarding what actions to take and be responsible for advising others that need to
know.

Data Security
The school gives relevant staff access to its Management Information System, with a unique ID
and password and it is the responsibility of everyone to keep passwords secure. Staff must keep
all school-related data secure. This includes all personal, sensitive, confidential or classified
data and avoids leaving any portable or mobile ICT equipment or removable storage media in
unattended vehicles. Sensitive documents should be password protected if sent by email. It is
the responsibility of individual staff to ensure the security of any personal, sensitive, confidential
and classified information contained in documents copied, scanned or printed. This is
particularly important when shared copiers (multi-function print, scan and copiers) are used.
Users should be cautious when using public Wi-Fi systems for school business. All staff must
ensure they are following the data protection principles outlined by gov.uk and ensure
information is:

● Used fairly, lawfully and transparently
● Used for specified, explicit purposes
● Used in a way that is adequate, relevant and limited to only what is necessary



● Accurate and, where necessary, kept up to date
● Kept for no longer than is necessary
● Handled in a way that ensures appropriate security, including protection against unlawful

or unauthorised processing, access, loss, destruction or damage
More information can be found at: https://www.gov.uk/data-protection

Social Media
All staff (including casual workers and contractors) must follow the staff Social Media Policy.
Employees, volunteers and casual workers must alert the Headteacher / Heads of School where
a breach of the policy, by themselves or another employee, is suspected or known to have
occurred. Failure to do so may result in disciplinary action being taken.
Trust employees must be aware that everything posted online is public in nature, even with the
strictest privacy settings. Once something is online, it can be copied and redistributed.
Therefore, it should be assumed that everything that is written online is permanent and could be
shared. All information posted online is subject to Copyright, General Data Protection
Regulation legislation and the Safeguarding Vulnerable Groups Act 2006.
For full details of responsibilities, consult the Cedars Social Media Policy.

Email
The school gives all staff their own Google Workspace email account to use for all school
business as a work-based tool and it is the responsibility of each account holder to keep the
password secure and conduct all communication in a professional manner. In the context of
school, email must not be considered private. For the safety and security of users and
recipients, all emails are filtered and logged; if necessary email histories can be traced. The staff
school email must be the account that staff use for all school business and under no
circumstances should staff use their personal email for correspondence with students or
parents. All emails must be written and checked carefully before sending. Emails created or
received as part of your school job will be subject to disclosure in response to a request for
information under the Freedom of Information Act 2000.

● Students may only use school email accounts on the school system and only for
educational purposes.

● Students must immediately tell a teacher / trusted adult if they receive an offensive
email.

● Staff must inform their line manager if they receive an offensive email.
● School email is not to be used for personal advertising.
● Staff must activate ‘out-of-office’ notification when away for extended periods.
● Emailing confidential data is not recommended and must be avoided where possible.
● Staff must assess whether the information can be transmitted by other secure means

before using email.
● Students must use their school email account when contacting staff in matters relating to

work.

https://www.gov.uk/data-protection/print


● Staff should be cautious when opening attachments from unknown users or with
unexpected attachments. If a user is unsure about an attachment they should seek
advice from ICT support.

Personal Mobile Devices (Including Phones)
The school allows staff to bring in personal mobile phones and devices for their own use. Staff
must use their personal devices as they would a school device, and are able to contact students
and parents via email from their personal device. If a phone call is made from a personal device
it must be ensured that it is not traceable by dialling 141 (or their network equivalent prefix)
before the telephone number. Texts must not be sent to parents from personal devices as the
telephone numbers cannot be withheld.
Students’ mobile devices / phones must be switched off completely during school hours as
specified in the school’s Behaviour for Learning Policy. The school is not responsible for the
loss, damage or theft of any personal mobile device. Permission must be sought from the
Headteacher / Heads of School before any images, videos or sound recordings of students or
staff are made on personal devices. The user must ensure that there is no illegal or
inappropriate content on the device prior to bringing it onto the school site. All personal devices
must be secure and password protected, similar to that of school ICT equipment.

Managing Collaborative Technologies
It is important to recognise that there are issues regarding the appropriateness of some content,
contact, culture and commercialism of collaborative and social networking sites. To this end, we
encourage our students to think carefully about the way that information can be added and
removed by all users, including themselves, from these sites.

● Students are advised to set and maintain profiles on such sites to the maximum privacy
and deny access to unknown individuals.

● Students are asked to report any incidents of bullying using these technologies to the
school.

● Students and parents will be advised that students must never give out personal details
of any kind, which may identify them or their location.

● School staff are told not to add children on social media sites.
● Students will be advised not to place personal photos on any social network space

without considering how the photo could be used now or in the future.
● Students will learn about security and be encouraged to set passwords, to deny access

to unknown individuals and to block unwanted communications. Students must only
invite known friends and deny access to others.

● Staff personal use of social networking, social media and personal publishing sites will
be discussed as part of staff induction and safe and professional behaviour will be
outlined in the school Acceptable Use Policy and Social Media Policy.

● All members of the school community must refrain from publishing specific and detailed
private thoughts, especially those that may be considered threatening, hurtful or
defamatory.



Password Security
Password security is essential for staff, particularly as they are able to access and use student
data. All staff are expected to have secure passwords which are not shared with anyone. The
students are expected to keep their passwords secret and not to share with others, particularly
their friends.  All users read and sign an Acceptable Use Policy to demonstrate that they have
understood the school’s E-Safety Policy and password requirements.

● Students are not allowed to deliberately access online materials or files belonging to
their peers, teachers or others on the school network unless they are deliberately shared
in on these materials via Google Classroom.

● All staff are aware of their individual responsibilities to protect the security and
confidentiality of school networks and MIS systems, including ensuring that passwords
are not shared and are changed periodically.

● Individual staff users must also make sure that workstations are not left logged on whilst
unattended and laptops are locked away securely when not in use.

● Users will change passwords whenever there is any indication of possible system or
password compromise.

● Users must not record passwords or encryption keys on paper or in an unprotected file.
● If any user thinks that their password may have been compromised or disclosed to

someone else then the password should be changed and reported to the IT network
team.

● All staff are expected to have two-factor authentication activated on their accounts to
provide additional security

Remote Access
Staff do not have access to the school’s network remotely except in exceptional circumstances.
Staff with remote access to the school’s network are responsible for all activity via this facility.
Staff should only use equipment with an appropriate level of security for remote access. Staff
should protect school information and data at all times, including any printed material produced
while using the remote access facility. Particular care should be taken when access is from a
non-school environment. It is advised that staff should not carry out school business that
contains sensitive or confidential information over shared or public access Wi-Fi networks. All
staff are required to have two-factor authentication enabled for remote access to Google Suite
and CPOMS. Staff accessing Google Workspace on mobile devices must ensure a passcode is
required to access the device.

Safe Use of Images
Digital images (including videos) are easy to capture, reproduce and publish and, therefore,
misuse. Staff must remember that it is not appropriate to take or store images of any member of
the school community or public, without first seeking consent and considering the



appropriateness. Only with express permission from the Headteacher / Heads of School can
staff take images of students on personal devices (ie. phones) however they must be
transferred to the school’s network immediately then deleted from staff devices.
Students are not permitted to use personal digital equipment, including mobile phones and
cameras, to record images of the others, this includes when on field trips. It is understood that
students have unsupervised time on some field trips and they are advised not to use their
personal devices in this way, but this cannot be monitored by staff. On a child’s entry to the
school, all parents/carers will be asked to complete a student data form which advises that they
must advise the school if they refuse permission to use their child's work/photos in the following
ways:

● Being photographed (by the classroom teacher, teaching assistant or another student)
as part of a learning activity; e.g. photographing students at work and then sharing the
pictures of the board in the classroom allowing students to see their work and make
improvements

● Using their child’s image for presentation purposes around the school; e.g. in school wall
displays and presentation slides to capture images around the school or in the local area
as part of a project or lesson

● Their child’s image being used in a presentation about the school and its work in order to
share its good practice and celebrate its achievements, which is shown to other parents,
schools or educators; e.g. on Twitter, Google Drive or a document sharing good practice;
in our school prospectus or on our school website.

● A child’s image could appear in the media if a newspaper photographer or television film
crew attends the event, or if photos were taken for social media.

● If there is no response permission is implied
Note: if the school or parent / carer actually wanted a child’s image linked to their name, parents
/ carers would be contacted separately for permission, e.g. if a child won a national competition
and wanted to be named in the local or government literature.
This consent form is considered valid for the entire period that the child attends this school
unless there is a change in the child’s circumstances where consent could be an issue, e.g.
divorce of parents, custody issues, etc. Parents/ carers may withdraw permission, in writing, at
any time.
Students’ names will not be published alongside their image and vice versa. E-mail and postal
addresses of students will not be published. Students’ full names will not be published. Before
posting student work on the internet, a check needs to be made to ensure that permission has
been given for work to be displayed. Images/ films of children should only be stored on the
school’s network.  Students and staff are not permitted to use personal portable media for
storage of images (e.g. USB sticks) without the express, written permission of the Headteacher /
Heads of School.  Rights of access to this material are restricted to the staff and students within
the confines of the school network.

Webcam and CCTV
The school uses CCTV for security and safety. The only people with access to this are the Site
Staff, members of the Leadership Team, the Pastoral teams and the IT Network staff.
Notification of CCTV use is displayed in a number of areas around the school.  We do not use
publicly accessible webcams in school.  Webcams in school are used for specific learning



purposes and meetings (for example, via Google Meet) but will not be used to store images of
students or adults. If CCTV footage is required, it must be requested in writing via the Site Staff.

Policies Referred to
Acceptable Use Policy
Behaviour for Learning Policy
Chromebook Code of Conduct
Social Media Policy
Teaching Online Safety in School, DfE 2019
https://apwg.org/ to report phishing incidents

https://www.gov.uk/data-protection

https://docs.google.com/document/d/1ogyOXiaqZYMYesIrGDuuy23r9I21SpBR9302Soky33Q/edit
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/811796/Teaching_online_safety_in_school.pdf
https://apwg.org/
https://www.gov.uk/data-protection/print

